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Technologically Assisted Social Engineering
This is great for fooling a user if we have a network with the same name, same password, and same

encryption, but if we don't know the password yet, we will first need to get the password from the
victim. Since we don't have the password, we won't be able to create a network that will allow the
victim to automatically connect, but we can try a social engineering attack to force the user out of the
real network and give us the password. In a secret portal-style evil twin attack, we will perform the
wireless attack using the Airgeddon tool to force the user to connect to an open network with the same
name they trust. A captive portal is a page that you see when you connect to an open network in a
coffee shop, an airport or a hotel and asks you to enter a password. This page with terms and
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conditions is actually a phishing page that users use to connect and looks like the interface of the
router [1].

The Wi-Fi network, which is primarily reliable in the attack, is filled with authentication packages,
making it impossible to connect to the internet normally. Then, when the victim encounters an internet
connection that refuses to connect and does not allow any internet access, it will discover and direct to
an open Wi-Fi network with the same name as the network it cannot connect to.

Once connected to the network, the victim is redirected to a phishing page stating that the router
has been updated and requires a password to continue. If the user knows this password, he will enter
the network password here, but if our victim is disturbed by this event and writes the wrong password,
we can say the correct password incorrectly. To do this, we will first pull a handshake from the
network so that we can check every password the user has given us and say this when he enters the
correct one.

In short, the attack steps will be as follows:
1. Scan Network
2. Select Target
3. Handshake data is being collected.
4. A fake ap (fake access point) with the same name is created on the same channel on the
same SSID.
5. DHCP server is installed on the access point.
6. A dns server is being set up to direct all requests to the host.
7. A mechanism is created to compare the passwords entered in the web interface with the
handshake data.
8. Deauth packages are sent to the clients on the network and they are thrown from the
network.
9. The victim is expected to be trapped and appears on your screen as soon as you enter the
password correctly and the access point with the fake SSID is closed [2].
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- git clone github.com/v1s1t0r1sh3r3/airgeddon.git
- cd airgeddon
- sudo bash ./airgeddon.sh

Installing the Airgeddon tool in Kali Linux
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With the increasing popularity of wireless network technology, security is becoming more and
more important. The convenience provided by the increasing importance of portable systems,
increased the popularity of wireless networks. Wireless networks are more vulnerable to security
weaknesses in structure than wired networks because the data is circulating in the air. It is very easy
for an attacker who listens to the air to obtain the data in the air with today's technological facilities.
We can define Evil Twin Attack, which is one of the effective attack methods and based on social
engineering attack, to broadcast a fake access point by broadcasting the same SSID as the victim's
SSID name and obtaining the Wi-Fi password by connecting the victim to this broadcast. While a
more technical user can detect this attack, it is a surprisingly effective attack against those who are not
trained in searching suspicious network activity.

For Wi-Fi users, an evil twin AP is nearly impossible to detect because the SSID appears legitimate
and the attackers typically provide Internet service. In most cases, the best way to stay safe on
unfamiliar Wi-Fi networks is to always use a VPN to encapsulate the Wi-Fi session in another layer of
security [3].

One of the defenses you can make against this attack is to limit Mac addresses. You can set the
limit of the devices you want to connect through the modem interface by registering the ip addresses
on the mac and local so that other devices cannot connect even if the password is correct. As another
solution, it is recommended to lower your Wifi range.

Businesses offering Wi-Fi to their employees and customers can use wireless intrusion prevention
systems (WIPS) to detect the presence of an evil twin AP and prevent any managed corporate clients
from connecting to them [3].


